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Pre-requisite Basic Concept of Cyber Security.
Course:

Course Objectives: After successful completion of the course, student will be able to

1. To understand steps in ethical hacking.

To render all the techniques used for penetration testing for performing security auditing.

To transform the internet security industry by infusing professionalism and efficiency.
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4. To render all the techniques used for penetration testing for performing security auditing
5

To transform the internet security industry by infusing professionalism and efficiency.

Teaching and Examination Scheme:

Teaching Scheme Evaluation Scheme (Marks)
Credit Hours per week Theory (Marks) Practical (Marks)
SEE CCA SEE CCA Total (Marks)
L|T ]| P |Total— - - -
Min. | Max. | Min. | Max. | Min. | Max. | Min. Max.
3 3| - - 3 24 60 16 40 - - - - 100
Course Contents:
Unit . Total Weight age
No Topics Hours (%0)
Hacking Impacts, The Hacker Framework: Planning the test, Sound Operations,
Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Final Analysis,
1 Deliverable, Integration Information Security Models: Computer Security, Network 12 o5
Security, Service Security, Application Security, Security Architecture Information
Security Program: The Process of Information Security, Component Parts of]
Information Security Program, Risk Analysis and Ethical Hacking
Business Objectives, Security Policy, Previous Test Results, Business Challenges
Planning for a Controlled Attack: Inherent Limitations, Imposed Limitations, Timing
2 |is Everything, Attack Type, Source Point, Required Knowledge, Multi-Phased 12 25
Attacks, Teaming and Attack Structure, Engagement Planner, The Right Security|
Consultant, The Tester, Logistics, Intermediates, Law Enforcement
Technical Preparation, Managing the Engagement Reconnaissance: Social
3 L . . : 4 10
Engineering, Physical Security, Internet Reconnaissance
Enumeration Techniques, Soft Objective, Looking Around or Attack, Elements of
Enumeration, Preparing for the Next Phase Exploitation: Intutive Testing, Evasion,
4 Threads and Groups, Operating Systems, Password Crackers, RootKits, applications, 1 o5
Wardialing, Network, Services and Areas of Concern.
The Deliverable, The Document, Overal Structure, Aligning Findings, Presentation
5 |Integration: Integrating the Results, Integration Summary, Mitigation, Defense 7 15
Planning, Incident Management, Security Policy, Conclusion




Text Books:

1. James S. Tiller, “The Ethical Hack: A Framework for Business Value Penetration Testing”, Auerbach
Publications, CRC Press

2. EC-Council, “Ethical Hacking and Countermeasures Attack Phases”, Cengage Learning

3. Michael Simpson, Kent Backman, James Corley, “Hands-On Ethical Hacking and Network Defense”, Cengage

Learning

Reference Books:

1. Stuart McClure, Joel Scambray and Goerge Kurtz, “Hacking Exposed Network Security Secrets & Solutions”,
Tata Mcgrawhill Publishers, 2010.
2. Bensmith, and Brian Komer, ‘“Microsoft Windows Security Resource Kit”, Prentice Hall of India, 2010.
3. Michael T. Simpson, “Ethical Hacking and Network Defense”, Cengage Learning, New Delhi, 2012.

Course Learning Outcomes (CLO):

Course Description Bloom’s Taxonomy
Outcomes P Level
Learn various hacking methods. Understanding (2)

coL1 :
Applying (3)

coLp [Perform system security vulnerability testing. Applying (3)

coL3 [Perform system vulnerability exploit attacks. Applying (3)

coL4 |Produce a security assessment report Applying (3)

coLs [Learn various issues related to hacking. Applying (4)

Mapping of CLO with PO and PSO

Program Outcomes (POs) Program Specific

Course Outcomes(PSOs)
Learning
Outcomes | PO1|PO2|PO3|PO4 | PO5 | PO6 | PO7|PO8|PO9 | PO10 PO11PO12PSO1PSO2PSO3 PSO4
CLO2 H | M M L

CLO3 H| M| M M

CLO4 M| M| M M L

CLO5 M| M L

H: High, M: Medium, L: Low




