SANKALCHAND PATEL FACULTY OF ENGINEERING AND TECHNOLOGY
Master of Technology (Semester-1V / Second Year)

s = In Effect from Academic Year 2023-24
Branch Name: Signal Processing and Communication
Program Code: ET214
Course Name: Cryptography and Wireless Security Practical
Course Code: 2ET2140402P
Pre-requisite Subject Fundamentals of Networking

Course Objective:

1. To study the properties of the three-dimensional world from digital images.

2. To study the Problems in this field include identifying the 3D shape of an environment,
determining how things are moving, and recognizing familiar people and objects, all through
analysis of images and video.

3. To study the introduction to computer vision, including such topics as feature detection, motion
estimation, image mosaics, 3D shape reconstruction, and object recognition.

Teaching and Examination Scheme:

Teaching Scheme Evaluation Scheme (Marks)
) Hours per week Theory (Marks) Practical (Marks)
Credit Total
LTl P | Total SEE CCA SEE CCA (Marks)
ota Min. | Max. | Min. | Max. | Min. | Max. | Min. | Max.
1 - - 2 2 - - - - 10 25 10 25 50

Course Contents:

s; Detail of Practical C:Qfﬁzt
1| To study about Security Goals. 02
2 To study about Cryptography and Steganography. 02
3 | To study DES structure and Analysis. 02
4 | To study and implement Block Ciphers. 02
5 | To study and perform RSA Cryptosystem. 02
6 | To study the structure of Digital Signature. 02
7| To study Attacks on Digital Signature. 02
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List of Reference Books:

1. Introduction to Cryptography with coding theory, Wade Trappe, Lawrence C Washington,
2nd ed, Pearson.

2. Cryptography and Network security Principles and Practices, William Stallings, Pearson/PHI,
4th ed, 2006.

Course Learning Outcomes (CLO): On completion of this course, the students will be able to:

CLO Description Bloom’sTaxonomy
Level
cLo1 | To Understand Symmetric Cipher Model and Substitution 1 Remembering
Ciphers 2 Understanding
cLo? | To Understand Transposition Ciphers and Block Cipher 2 Understanding
Principles

cLo3 | To Understand DES and Be able to apply Block Cipher Design 2 Understanding
Principles and To Understand AES Be able to conduct basic
Block Cipher Operations

cLo4 | To Understand Principles of Public Key Cryptosystems and 2 Understanding

Understand the RSA Algorithm 3 Applying
cLos | To Be able to apply Hash Functions and Be able to apply | 2 Understanding
Message, Authentication Codes 4 Analyze
cLo6 | ToUnderstand and apply Digital Signatures 2 Understanding
6 Create

Mapping of CLOs with POs & PSOs

Program Outcomes (POs) Program Specific
Outcomes(PSOs)
Course
Learning — N ™ < o (o] N~ [ce] (2] S! : ﬁ 8 8 8 8
Outcomes| O o ©] ©] ©] ©] o o O o O ©] n N n n
o o o o o o o o o o o o 2} 2% 2} 2}
CLO1 L] M H| M| L
CLO?2 H M M L L H M L
CLO3 M H L H L
CLO5 H| M| H L L H | L H
CLO6 H M H L M L M H

H: High, M: Medium, L: Low



