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Branch Name: Bachelor of Technology (Computer Engineering / Information Technology) 

Program Code: ET103/ET105 

Course Title: Elective -V Practical: Digital Forensic & Incident Response Practical 

Course Code: 2ET1030708P 

Pre-requisite Course: Basic knowledge of Computer Networks, Operating Systems 

Course Objectives: To understand the principles of digital forensics, cybercrime investigation, evidence 

handling, and incident response & develop skills in forensic analysis, malware investigation, reporting, use 

of modern forensic tools and technologies. 

Teaching and Examination Scheme: 

Credit 

Teaching Scheme 

Hours per week 

Evaluation Scheme (Marks) 

Theory (Marks) Practical (Marks) 
Total 

(Marks) L T P Total 
SEE CCA SEE CCA 

Min. Max. Min. Max. Min. Max. Min. Max. 

1 - - 2 2 - - - - 10 25 10 25 50 

List of Experiments: 

S.N. Practical Exercise 

1 
Capture Active data of device using FTK Imager in order to understand Live memory Forensic 

Tools Required: FTK Imager 

2 

Make the Forensic Image of any Physical device using Autopsy and FTK Imager in order to 

understand bit by bit copy and Raw images Detecting 

Tools Required: FTK Imager 

3 

Use Autopsy Forensic tool to understand live forensic investigation (Ex. Pen-drive Image 

Analysis)  

Tools Required: Autopsy, Pen drive (Hardware) 

4 

Use FTK Imager Forensic tool for recovering deleted file and how it helpful in forensic 

investigation  

Tools Required: FTK Imager 

5 
Use Forensic Methodology to identify last connected Devices on a System 

Tools Required: usb device 

6 
Use Forensic Methodology to identify last Activity on a criminal devices 

Tools Required: Last activity view 

7 

Use Forensic Methodology for Extracting Browser Artefacts in order to understand browser 

forensic investigation 

Tools Required: chrome history view 

8 

Use Network Miner tools to understand the Packet movements and analyse the network in order 

to understand network architecture 

Tools Required: Nmap/ Zenmap, Kali Linux 

9 

Use Wireshark tool for Network forensic in order to understand how to capture and analyse the 

network traffic 

Tools Required:Wireshark 

10 
To Conduct a live forensic case investigation using Autopsy tool 

Tools Required: Autopsy, CFREdS NIST 

 

  



 

 

Faculty of Engineering and Technology 

Bachelor of Technology (Semester VII/ Four Year) 

In Effect from Academic Year 2023-24 

 

Reference Books: 

1. Learn Computer Forensic by William Oettinger 

2. Practical Forensic Imaging by Bruce Nikkel 

3. Digital Forensics Workbook Hands-on Activities in Digital Forensics by Michael K Robinson 

4. Practical Guide to Digital Forensics Investigations by Darren Hayes 

List of Open-Source Software/learning website: 

1. NIST SP 800-101, 800-86 https://csrc.nist.gov/publications/sp800 

2. ISO/IEC 27037, 27041 https://www.iso.org/standard/44381.html 

3. https://cyberdefenders.org/ 

4. https://nptel.ac.in/courses/128106006 

Course Outcomes (CO): 

Course 

Outcomes 
Description 

Bloom’s 

Taxonomy Level 

CO1 Understand digital forensics, cybercrime, laws & ethics 
Remember (1) 

Understand (2)  

CO2 Collect, preserve, and document digital evidence Apply (3) 

CO3 Analyze file systems, memory, and storage devices 
Analyze (4) 

Evaluate (5) 

CO4 Perform network and malware forensics 
Apply (3) 

Analyze (4) 

CO5 Develop and implement incident response strategies to prepare reports 
Evaluate (5) 

Create (6) 

Mapping of CO with PO and PSO 

Course 

Outcomes 

Program Outcomes (POs) 
Program Specific 

Outcomes(PSOs) 
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3 
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4 

CO1 H M  - - L M - H - - - M M L L H 

CO2 M H - H H - - M - M -    H M L M 

CO3 M H - H H - - - - - - L H M M L 

CO4 M H M H H - - - - - - L H H H L 

CO5 M H H H H L - - M M M M H H H M 

H: High, M: Medium, L: Low 


